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AyTeHTH)HKAIS

BesonacHocTs nHbOpMAHU

l'ocymapcTBeHHas
HH(pOPMAIIMOHHAS CHCTEMA

Hocryn xk uHGOpManuu
JlocTyImHOCTD

3amuTa HHbOPMALUH
OT HeCaHKI[HOHHPOBAHHOTO
JOCTYyTIa

Sanmnraemas uHGOpMAaIHs

Wnentudukas

WudopmannonHas cucrema

HHbopmaImoHHBIE pecypeh

HNudopmannosHbie
TEXHOJIOTHH

Wudopmanus

KonTpomupyemas 30Ha

KoHpuaeHIMaIbHOCTh

O6paboTKa IepcOHAIBHBIX
JTAHHBIX

TEPMHUHBI U OITPEAEJEHUSA

Jle#icTBUS TIO MPOBEPKE IIO/UIMHHOCTH CyOBeKTa [JoCTyma
B HH(OPMANIMOHHOM CHCTEME

CocrosiHHE 3alUINEHHOCTH HH(POPMAIUH,
obecrieueHBl  ee  KOH(HACHIIHAILHOCTS,
H IIEJIOCTHOCTb

HNudopmManmoHHas cHcTEMa, CO31aBaeMas B LEeJIAX pealn3aliy
TIOJTHOMOYHH rOCYIapCTBEHHBIX Opra’HoB
u obecneuenuss oOMeHa wuHboOpManmei MeXAy OITHMHU
OpraHaMy, a TaK)Ke B MHBIX YCTAaHOBIICHHEBIX (enepalbHBIMU
3aKOHAMH [eJIAX

B03MOXHOCTB ONY4YeHUs] HHPOPMAIUH U €€ UCIIOTb30BaHHS
CocrosiHue HH(pOpPMAIHH, XapaKTepH3yeMOe CIIOCOOHOCTHIO
TEXHUYECKAX CPEeACTB M HHOPOPMAIMOHHBIX TEXHOJIOTHH
obecrieurBaTh OECIPENSITCTBEHHBIH JOCTYI K HHGOpPMaIu{
CyOBEKTOB, HMEIOIHX HA 3TO MOJHOMOYHS

3amura uHGOpMAUWW, HAMpPABICHHAs Ha IPEJOTBpAlICHUE
MOJIyUCHHS] 3aIlUInacMoil MHGOPMAIUU 3aHHTEPECOBAHHBIMH
CYOBEKTaMH ¢ HapyIICHHEM YCTAHOBICHHBIX HOPMATHBHBIMU
W TPABOBBIMH JOKYMEHTaMH (aKTaMH) M O0JIaJaTensMu
MHpOpMALMK [paB MM NPaBHJI pasTpaHHUCHHs HOCTYIA
K 3aIumaeMoi nHopmManun

IpH  KOTOPOM
JOCTYITHOCTB

Wundopmarus, sBigomascs INPeaMeToM  COOCTBEHHOCTH
H TO/UIeKaIlas 3alldTe B COOTBETCTBHM C TPeOOBaHHAMH
MIPAaBOBBIX JOKYMEHTOB WA TpeOOBaHUSAMH,

yCTaHaBIUBAEMBIMH COOCTBEHHHMKOM MH(POPMALUU
[pucBoeHue cydpekTam 1 00BEKTaM JIOCTYNA HASHTHDHUKATOpa
H (WnIHM) CpaBHEHHE NpPEABABIAEMOr0 HISHTH(QHKAaTOpa
C TepeyHeM IIPHUCBOCHHBIX HICHTH()HUKATOPOB

COBOKYITHOCTB coleprkanieiics B 0a3ax MaHHBIX HH(OpMaLUU
u ofecrmeunBaromux ee 00paboTky HHGOPMAIMOHHBIX
TEXHOJIOTHH U TEXHHUYECKUX CPECTB

OTnenbHBIE TOKYMEHTHI M OTHENBHEIE MACCHBBI JOKYMEHTOB,
JOKYMEHTBl W  MacCHBBI JIOKYMEHTOB, COJepiKallyecs
B wuH(poOpManHOHHBIX cucTeMax (Oubimorexax, apXxupax,
dbonmax, baHKax JaHHBIX, THPOPMALIMOHHBIX CHCTEMAX JIPYIHX
BHIOB)

ITporiecchl, MeTOABI MOMCKa, cOopa, XpaHeHHsI, o0paboTky,
[PEeIOCTABJICHHS, PACIIPOCTPAHEHHSI HH()OPMAIIMH U CIIOCOOBI
OCYILIECTBIICHHSI TAKHX IIPOIIECCOB H METO/IOB

Crenenns (coobmienus, JIaHHBIE) HE3aBHCHMO
0T (POPMBI X TIPEJICTABICHHUS
[IpoctpancTBo  (TeppuTOpHs, 3HaHHE, YacTb  3JaHMsA),

B KOTOPOM HCK/IFOYEHO HEKOHTPOJIHpyeMoe MpeObIBaHKE JIHII,
HE HMEIOIIUX IIOCTOSIHHOIO MJIM  pa3oBOro  JOIIYCKa,
U TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJCTB

O0si3aTeNbHOE /IS BHIIOJTHEHUS JIUIIOM, IIOYyUYHBIIUAM JOCTYII
K onpeneNieHHOM uH(popManuu, TpeOOBaHHE HE IEpenaBaTh
Takylo HHQOpMAamMIO TpeThbMM JMIaM 0e3  coriacHs
ee obnanarens

JeticTBus (omeparuu) ¢ nmepcoHAIbHBIMH JaHHBIMH, BKJIIOYAs
cOop, cHCTeMaTH3aIlIO, HAKOIJIEHHWE, XPaHEHHE, YTOYHCHHE



Omneparop

[lepcoHanbHBIE JaHHBIE

Yrpo3a 6e3omacHOCTH
HH(pOpMAaIHH

VAa3BEMOCTE

LlemocTHOCTE

(oOHOBIIEHHE, H3MEHEHHE), HCITONB30BAHNE, PACTIPOCTPAHCHHIE
(B TOM umcne mepenady), oOe3THUMBaHME, OJOKHPOBAHHE,
YHHUTOXEHHE MEPCOHATBHBIX JaHHBIX

TPQKAaHUH MIM IOPHUIHYECKOe JIHIO, OCYIIECTBIAIONINE
IeATeNIBHOCTE 110 3KCIUIyaTallH HHPOPMALHOHHOH CHCTEMEI,
B TOM uucie no obpaborke wmHbOpMAIHH, coaepKamiercs
B ee 0a3ax MaHHEIX

JIrobas mHbOpMaNMs, OTHOCSAMIAsCS K NPSIMO HIM KOCBEHHO
OIpe/ICICHHOMY HJTH OIpeleNIIeMOMY (DH3HYECKOMY JIHILY
CoBOKyIIHOCTh ~ yCHOBHHE H  ()aKTOpOB,  CO3MAIOIIHX
HOTEHIMATBHYIO HITH peanbHO CYIIECTBYIOIIYIO
ONACHOCTh,  CBA3aHHYI0O €  yTEUKOH  wHGbOpMAINH
W/MIM HECAHKIHMOHWPOBAHHBIMH W/HIIH HeTpeTHAMEePCHHBIMA
BO3JCHCTBUSIMU HA HEe

Henocrarok (cmabocTh) IPOTPaMMHOTO
(IporpaMMHO-TEXHHYECKOT0) CpeACTBa UM HHPOpMaHOHHON
CHCTEMBI B I€JIOM, KOTOPBIH (KOTOpas) MOXKET ObITh
HCIIOJIB30BAaHA JUIA  peau3allid  yrpo3  0e30macHOCTH
uHpOpMAaLHH

YerodyuBOCTE  HH(OpMANMH K  HECAHKIIMOHHPOBAHHOMY
WM CIIly4allHOMY BO3AEHCTBHIO Ha Hee B Ipoliecce 06paboTku
TEXHHYECKHMH CPEICTBaMH, PE3yJIbTATOM KOTOPOrO MOJKET
OBITh YHHUTOXKEHHE M MCKaXKeHHe HH(POPMAIHH



T'OCTP
TTonmuTrka

TBIOY

OCB Poccun
OCTIK Poccun

OBO3HAYEHMUSA U COKPAIITEHUST

— T'ocynapctBensslii crannapt Poccuiickoit @enepanuu

— IMomutuka wuHOpMarmoHHOH OGe3omacHocTH ['OCYIApPCTBEHHOTO
OXOUKETHOTO  JOUIKOJIEHOTO — 00pa3oBATENBEHOTO  YIPESIKITECHUS
nerckuii can Ne 50 IIpumopckoro paiiona Cankr-IlerepOypra

— l'ocynmapcTBeHHOE OIOJUKETHOE JIOIIKOJBHOE 00pa3oBaTellbHOE
yupexkzeHue nerckuid cag Ne 50 IIpumopckoro paiiona Caskrt-
[TerepOypra (I'BJIOY nmerckumit cam Ne 50 IIpmmopckoro paitona
Cankr-Ilerepbypra)

— ®epepanpHas cayx0ba 6ezonacHocti Poccuiickoii @eneparu

— MegnepanpHas cIy:k0a 110 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIFO



1 OBHIHUE IMOJOXEHUSA

Hacrosmias [lomTuka sBiseTcs JOKYMEHTOM, OIPEIENIMIONIAM HallPABICHUS ESITENbHOCTH
B obmactu oO0ecrneueHuss MHGPOPMAIMOHHON  0e30macHOCTH M IpEeACTaBiieT  coOoi
CHCTEMAaTH3UPOBAHHOE H3JIOKEHUE LeNlel M 3a1a4 HH)OPMAaLUOHHOH 06€301acHOCTH, KaK OJHO HIIH
HECKOJIBKO IIPAaBHUII, MPOMEYP, NMPAKTHUIECKUX IPHEMOB H PYKOBOISAIIMX IPHUHIMIIOB, KOTOPBIMH
pykoBoactByercss I'BJIOY nerckuit can Ne 50 Ilpumopckoro paiiona Carkr-IlerepOypra, a Taxxe
OpraHM3alMOHHBIX, TEXHOJIOTHYECKUX M IIPOLEAYPHBIX acleKkToB obecneueHHs HH(GOpMalMOHHOH
0€e301IacHOCTH.

[Monmoxenust  Hactosimeit  [IONMTHKH He  pacIpOCTpaHSIOTCS Ha  oDecleyeHHe
uH(popManroHHON 06€301IaCHOCTH CBEEHUH, COCTABIISIIOLINX IOCYJAPCTBEHHYIO TalHY.

OcHoBHO# 3amaueii B oOmactu wuHbopMmarmonnoit OezomacHoctu I'BJIOY npusHaer
COBEpINCHCTBOBAHHE MeEp K CpeACTB oOecleueHHs 3aIuThl HHGOpMAanuH HHOOPMALHOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHS 3aKOHoAarenbcTBa Poccuiickoit Denmepanuu ¥ HOPM
peryinupoBaHus WH()OPMAIMOHHOM MAEATETBPHOCTH B TEKYIIMX YCIOBHAX (PYHKIMOHHPOBAHHS
HHPOPMALHOHHOTO MTOJIA.

[Tpu pazpaborke I1oMUTHKY YIUTHIBAINCH OCHOBHBIE NMPUHIUIIBI CO3AHMSA CHCTEM 3allUThHI
uHpOpMaNMK,  XapakTepHUCTHKH H  BO3MOXKHOCTH  OpPraHW3allMOHHO-TEXHHYECKHX  Mep
Y COBPEMEHHBIX POrPaMMHBIX U allapaTHO-IIPOrPAMMHBIX CPEIICTB 3aIUTEl HHYOPMAIHH.

B pamkax coeii gearensHocTH ['BJIOY 00s3yeTcs mpeqnpuHAMaTh BCe BO3MOMKHBIE MEPEI
JUTSL 32U TH HHOpMAIH OT yrpo3 6e30I1acHOCTH HH(POPMAaIIHH.

TpeboBanus uHPOpPMANHOHHONH O€30IaCHOCTH, COOTBETCTBYIOT IENSM JESATEIbHOCTH
I'BJIOY u npenHasHadeHbI U CHEDKEHHS PUCKOB, CBSI3aHHBIX C peau3alueil yrpo3 6e30macHoCTH
HHGOpPMAIIHH.

[Tomutuka nocrynua BceM pabotHukam ['BJIOY u BceM ob30BaTeNsIM €10 PECYPCOB.

2 IEJHA U 3AJJAYM OBECIIEYEHHS HHO®OPMAILIMOHHOM BE3OIIACHOCTH

Cy0nbexTsl nHGOPMALHOHHBIN 0THOIeHMI{

CyOrexramu pu obecnieueHnH nHpopmauonnoif 6esonacaoct B ['BJIOVY sBistorcs:

pabOTHUKHY CTPYKTYPHBIX IOAPA3IeICHHH (B TOM YHCIIE YBOJIECHHBIE);

rpaxjase, paboTarolKe N0 JOroBOpaM IrpaX1IaHCKO-IIPABOBOTO XapakTepa,

(M3MYECKHe JHIa, TPEICTABHTENIM KOHTPAreHTOB B paMKaX HCIIOJHEHHS JOTOBOPHBIX
00s3aTENRCTB;

(u3nveckue JIuIa, moxasmme odpamenne B aapec I'BA0Y;

IOPHIMYECKHE JIUIA, B paMKax HCIOTHEHHS JOTOBOPHBIX 00S3aTENBCTB WM BO HMCIIOIHEHHH
TpeOoBaHHUi cO CTOPOHEI 3aKOHOAaTeNnbeTBA Poccuitckoit deneparim;

OpraHbl rocyIapCTBEHHOMH BIaCTH.

O6beKThI HH(POPMAIHOHHBIX OTHOMICHMIT

O6bexTaMu HHPOPMAIIMOHHBIX OTHOIIECHUH SBJISIOTCS:

uHpopmaronHsie pecypesl [ B0V,

rOCYIapCcTBEHHBIE  HMHGOpPMAIMOHHBIE cHCTeMEl  OmepaTopoM  KOTOPBIX  SIBJISIETCS
I'BAOY;

nporeccbl  o0pabotku  mHpopmanue B uHGopMmanmoHHex  cucremax I['BJOY,
HH()OPMAIlMOHHBIE TEXHOJOIHH, PErJaMeHThl W IpoIenypbl cOopa, 00pabOTKH, XpaHEHHST
U mepenadyy HHGopMaIuu;

nHGOpMaIMOHHAs HMHOPACTPYKTypa, BKIIOUAIOMAs CHCTEMBI 00pabOTKH, XPaHEHHsS
¥ aHaTn3a HHOPMAIIHH, IPOTPaMMHEIE B IIPOT PAMMHO-AIITIIapaTHEIE CPEICTBA, B TOM YHCIIE KAaHAJIBI
CBSI3U M TEJIEKOMMYHHKAIIHH;

CHCTEMBI W CPEJICTBA 3alUTHI HHOOPMAIHH, OOBEKTH U MOMENICHHS, B KOTOPBIX pa3MeIleHBI
cpexcrBa 00paboTKu HHPOPMAITHH.

Ieau obecniedennsi HHGpOpMANOHHOH Oe30MacHOCTH

OcHoBHO# 11e7BI0 00ecneuenns nHpopMannonHoi 6e3onacHocT I BJIOY sBsroTcs AelcTBHA
HaMpaBIeHbl Ha MOCTI)KEHHE 3alIUTHl CyOBEKTOB HH()OPMAIIMOHHBIX OTHOIIEHHH OT BO3MOJKHOIO
HAHECEHHS MM MAaTepHAIBHOTO, (PH3HYECKOTO, MOPAIBLHOTO MM HMHOro yiiepba, MOCPEeICTBOM



ciry4aitHoro HITH IIPEHAMEPEHHOrO BO3/ICHCTBHUS Ha HHPOPMAITHIO,
B TOM YHCJIE:

obecreueHHsI 0TKa30yCTOHYHBOTO (YHKIMOHUPOBAHUS IIPOrpaMMHBIX
U anmapatHo-nporpaMMHEIX cpeactB I'BJIOY u npenocraBisieMBIX CEPBUCOR;

coOMIONIEHHsT TIPABOBOTO PEXKMMa HCIIOJB30BAaHHS MACCHMBOB H  CpelcTB  00paboTku
HHGOpMAIINHT;

MpEeIOTBpalllCHUs] pealiM3alii  yrpo3 0e30macHOCTH HMHQOpPMAIMH INpH  OCYHIECTBIEHHH
nesitensHocTd I'BJIOY.

3anaum obecneuenna HHPOPMAMUOHHOI Ge30NMACHOCTH

Hoctmxkenne 1eneii obecneueHns MHOOPMAITMOHHOH 0€30IaCHOCTH M CBOMCTB HH(DOPMAITIH,
I'BIOYV pemaeTcs cnexyromuMu 3a1a9aMu:

3aLUTHL OT HECAHKLIIMOHUPOBAHHOI'O JIOCTYIIa K HHPOPMAIMOHHBIM peCypcam;

pasrpaHUyueHHsl TOCTYIa IOJIb30Bareeil K HHPOPMAIHOHHEIM, allapaTHBIM, IPOrPaMMHBIM
U MHBIM pecypcam;

perucTpanui ¥ IEPHOAMYECKOTO KOHTPOJS JAeHCTBHI Ionp3oBareneil mpu obpabotke
3anmunIaeMoi HHGOpMAaLuH H IEPHOIMYECKHH KOHTPOJIE KOPPEKTHOCTH UX HEHCTBHIA;

KOHTPOJIL IEJIOCTHOCTH CpeAbl MCIOJNHEHHs IPOrpaMM M €€ BOCCTAHOBJICHHE B Cllydae
HapyIlIEeHHUs;

obecnieueHNs ayTeHTH(QUKAIMK M  HACHTHU(GHKAIUU  IOJIB30BaTeNel, y4acTBYIOLIMX
B HH(popMaImoHHOM 00MeHe;

obecrneyeHus UCTIPABHOCTH IIPUMEHSIEMBIX B HH(POPMAITMOHHEIX cucTeMax
I'BIOY cpencts 3amuThl HHGOPMAITHH;

CBOEBPEMEHHOTO BBIBICHME HCTOYHHKOB YIrpo3 ©Oe3omacHOCTH HHGOpMalMH, IPUIUH
U YCIOBHHM, CIOCOOCTBYIOIIMX  HaHECEHHIO  yiiepba  3aMHTEpPECOBAaHHBIM  CyOBEKTaM
HH(POPMAIIMOHHBIX OTHOLICHHH;

CO3JJaHUEM CIIy>KOBI MOHHTOPHHTA M PEarpoOBaHHUS Ha YIpo3bl 0e30macHOCTH HH(OpMaluu
¥ HETaTHBHEIE TIOCTIEICTBHS;

CO3/IaHHEM YCJIOBHH I MHHHUMHU3AIHH HAHOCUMOTO yInepOa HEmpaBOMEPHEIMU AEHCTBHAMH,
U YCTpaHEeHHe IOCIECTBHIT HapyleHus uHdopManuonHoi 6e3omacHoctd B I'B/IOY.

Pemenue BeimenepedncieHHsix 3a1a4d B 'BJIOY ocymecTraseTcs MocpecTROM:

y4ETa BCEX MOJIEKAIINX 3aIUTe HHPOPMAIIUOHHBIX PECYPCOB;

JKYPHAIAPOBAHUS JEHCTBHI [TEPCOHANA, OCYIIECTBIAIONIEr0 00CTYKHBAHUE H MOIADHKAIIAIO
IPOrPaMMHBIX U IIPOrPaAMMHO-aNIapaTHEIX CPEACTB HHPOPMALHOHHBIX CHCTEM;

periaMeHTanuu TpolieccoB oOpaborku uHpopmanuu, neictBuit pabotHuxkoB I'BJOY,
OCYIIECTBIIMIONIMX JKCIUTyaTallMi0 NPOTPaMMHBIX M IIPOrpaMMHO-aIapaTHRIX CPeJCTB, HA OCHOBE
YTBEPHIEHHBIX OPraHU3aldOHHO-PACIIOPSIUTENBHBIX TOKYMEHTOB II0 3aIuTe HH)OopMaluy; |

Ha3HAYeHHUS U MMOATOTOBKOH pabOTHHKOB, OTBETCTBEHHBIX 338 OPraHU3aIMIO M OCYIIECTBICHHE
MEpONPHATHIL 10 oOecnieyeH o HHpopMalHoHHOH Oe3omacHoctr B 'BJI0Y;

HAJEJICHUA Kaxnoro pabOTHMKa MHMHHUMAlbHO HEOOXOOWMBIMH IIpaBaMH npu pabote
B MHGOPMALIHOHHOH HHGPACTPYKTYpE COTNIACHO UX JOKHOCTHBIM 00S3aHHOCTSIM;

cobmoaeHus BceMy paObOTHUKaMHU, SKCILIYaTUPYIOIUMHE B 00CIy KUBAIOIIUME IIPOrpPaMMHBIE
U IporpaMMHO-aINapaTHBIE CpENCTBa, TpeOoBaHWII  OpraHM3alHOHHO-PACTIOPSAUTENBHBIX
JIOKYMEHTOB II0 BoIlpocaM obecriedeHrs HHPOpMaIMoHHOH 6e30nacHOCTH;

IEPCOHATBHON OTBETCTBEHHOCTHIO KaXJOro pabOTHHKA 3a CBOM JEHCTBHUS, YYacCTBYIOILETO
B paMKaX CBOUX ()YHKIIHOHAIBHBIX 00f3aHHOCTEH B IpoLEeccax aBTOMATH3MPOBaHHOH 00paboTkH
nH(pOpMAIUU U UMEIOIIEr0 JOCTYI K pecypcaM HHPOPMAIHOHHEIX CHCTEM;

peanu3alieil TEXHOJOTMYECKHX IIPOLEeCccOB 00paboTku HHGOpMANHMKM ¢ HCIOIb30BAHUEM
KOMIUIEKCOB ~ OPraHH3alMOHHO-TEXHHYECKHX Mep 3allUThl [POTPaMMHOr0  oOecredeHus,
IpOrpaMMHO-aNIapaTHEIX CPEICTB;

IPUHATHS Mep 1o o0ecrieueHuIo (U3NIECKOil [eII0CTHOCTH IIPOTrPAMMHO-AIIIIAPATHBIX CPEJICTB
HH(OPMAIIHOHHBIX CHCTEM H IO IepykaHueM He0OX0IUMOTO YPOBHS 3aLHIIEHHOCTH KOMIIOHEHTOB;

UCIIOIB30BAHUS TIPOrPAMMHBIX H IIPOTPAMMHO-AMMIAPATHBEIX CPEACTB 3alIUTHl HH(pOPMalUU
obpabarsiBaemoM B I'BJIOY u aIMUHUCTPaTHBHOM ITOAIEPIKKON UX UCIIONB30BaHHS,



KOHTpPOJIL COOMIONEHHS  IIOJB30BaTeNIMH  HH(OPMAIMOHHBIX  CcHCTeM  TpeOoBaHHI
1o obecneueHHI0 HH(OPMAMOHHOI 6e30I1acHOCTH;

NIPOBEACHUS aHaIKU3a Y3PPEeKTHBHOCTU NMPHHATHIX MEP 3aIIATE HHOOPMAIHH H MTPHMEHIEMBIX
cpencts 3anuThl uHGopMarmu B ['BJIOVY;

pa3pa0OTKM M pealu3ald IpPEeIOKEHUH 110 COBEPHICHCTBOBAHHMIO CHCTEM 3aIIUTEHI
uHpopmanuu B I'BJIOY.

3 MNPHUHIANLI OBECIIEYEHUA HH®OPMAIIMOHHOM BE3OITACHOCTH

Ob6ecneuenne uHGOPMAIMOHHON 0E30IIACHOCTH, JOJIMKHO OCYIIECTBISTHCS B COOTBETCTBHU
CO CJISAYIOUIMMH OCHOBHBIMH IPHHIIMIIAMH:

I puHDHN 3aKOHHOCTH

[Tpu BEIOOpE MEPONPHATHH MO 3alluTe HH(YOPMAIHH, JIODKHO COOMIOaThCS JeHCTRyOIEe
3aKkoHOAATenbCTBO Poccuiickoit @enepannu B cdhepe 3anuThl UHOOPMAIHH.

Bce paboTHHKH MOMDKHBEI MMETH IIpE/CTaBlIeHHE 00 OTBETCTBEHHOCTH 3a IIPaBOHAPYIICHHS
B chepe 3amuTsl HHGopManuu. IIporpamMmmHo-anmaparHsie cpeacTBa, npumensemsle B B0V,
JIOJDKHBI MMETh COOTBETCTBYIOLIME JIMIEH3UM, O(QUIUAILHO MPHOOpPETaThCs y IpecTaBHTENeH
Pa3paboTYUKOB ATHX CPEJICTB WIIH SIBIATHCS HHTEIUIEKTyanpHOH cobcTBenHOCTRI0 ['BIIOY.

IpuHIUD CHCTEMHOCTH

IIpu co3manuy cUCTEMBI 3alUTEl TOJKHBI YYUTBIBATHCS aKTyaIbHBIE YTPO3bl 0€30IacHOCTH
HHOGOpPMANHUK, BO3MOJKHBIE OOBEKTHI M HANpaBICHHS aTak HAa Hee CO CTOPOHBI HapyLIHTENEH.
Cucrema 3aIUTHI IOJKHA CTPOUTHCS C YYETOM HE TOJBKO H3BECTHBIX KAHAJIOB yTeUKH UH(POPMAITHH,
HO ¥ ¢ Y4E€TOM BO3MOKHOCTH IIOSIBJICHUS HOBBIX YSI3BUMOCTEH B IIPOrPAMMHOM OOECIIEYEHUH.

IIpuHIU KOMIIEKCHOCTH

KoMIuiekcHOe MCIIONIb30BaHME CPECTB 3allUThl HH(POPMAIIHH IIperioaraeT corllacoBaHHOE
IIPUMEHEHHE TPH OCTPOSHHH LIEJIOCTHON CHCTEMBI 3allUTHI, IEPEKPHIBAIOIIEH BCE CYLIECTBEHHBIE
yrpo3sl 0e30macHOCTH HH(pOPMAIUH. 3alluTa J0JDKHA CTPOMTHCS SIIEIOHMpOBaHO. Pusnyeckas
3amuTa JODKHA 00ecIIeunBaThCsA (PU3MIECKUME CPEACTBAMHE M OPraHH3aIIMOHHBIMU MEPAMH.

[Tpu mocTpoeHNH, BHEAPSHUHN M DKCIUTyaTAIlMHA CHCTEMBI 3aIllUTHl HHPOPMAIHK PYKOBOJICTBO
I'BIOY obecrieunBaer ycnoBus Juis S((EKTHBHOM KOOpAMHAIMM JEHCTBHHM BCEX JIHI,
obecrnieyrBarOIMX HHGOPMAITHOHHYIO 6€3011aCHOCTb.

IpunauUn cBOeBPEMEHHOCTH

PaspaboTka cucTeMBI 3aUIHTh HHOOPMAIMH J0JDKHA BECTHCH MapalIeNIbHO ¢ pa3paboTkon
W UHQOPMAIHMOHHOM  CHCTEMBL. OTO  IIO3BOJIMT  ydecTh TpeboBaHHS  0€301aCHOCTH
OpH TPOSKTHPOBAHHH apXHTEKTYphl H, B KOHEUHOM cyeTe, co3jarhk Oosiee 3¢ QeKTHBHEIE
HH(POPMAIIMOHHEBIE CUCTEMBI, 0071aJaf0IIKeE TOCTATOYHBIM YPOBHEM 3alUIIIEHHOCTH.

IpuHUMI NpeeMCTBEHHOCTH

ITocTossHHOE COBEPIICHCTBOBAHHE MEP H CPEACTB 3aIIUTH HHGOPMAIMM HAa OCHOBE
MPEEeMCTBEHHOCTH OPraHH3al[MOHHBIX M TEXHHYECKMX pellIeHHH, KaJpoBOTO COCTaBa, aHAIN3a
(YHKIHOHHPOBaHHS HH()OPMAIIHOHHBIX CHCTEM H CHCTEMBI €€ 3aIlUTHl C Y4E€TOM H3MEHEeHHH
B METOJAaX M CpeICTBax IiepexBaTa HH(OpMAIMH, HOPMATHBHBIX TpeOOBaHHMH 110 3alnuTe
rHpOpMaIHH.

IpaHUHED 10€TATOYHOCTH

CooTgeTcTBHE YPOBHS 3aTpar Ha obecnieyeHre HHYOPMAIMOHHON 0e30I1acHOCTH U IIEHHOCTH
uH(GOPMAIIMOHHBIX PECYPCOB HA BEIMYMHY BO3MOKHOI'O yuepda OT UX pasriialleHus, yHUITOKEHUS
U HckaxeHusd. McnonbpzyeMble Mephl M CPEACTBA 3allUThl MHGOpPMAIMHM HE JIOIDKHBI YXYIIIAThH
DPrOHOMHYECKHE MTOKA3aTET KOMIIOHEHTOB HH(POPMAIIMOHHBIX CHCTEM.

IpHHIHII OTBETCTBEHHOCTH

BosznoxeHrne 0TBETCTBEHHOCTH 3a obecrieuenne Oe3omacHOCTH HHGoOpMaIK K ee 00paboTku
Ha KaXmoro padOTHHKA B NpeAenax ero MOJHOMO4YMH. B COOTBETCTBHM € 3THM IIPHHIMIIOM
pacmpeeneHne mpaB U 00s3aHHOCTEH PAOOTHHUKOB CTPOMTCS TakuM oOpa3oM, UToOBEI B cilydae
TI000r0 HapyIIeHUs ObUT H3BECTEH HAPYLIHTENb.



IpuHuun 060CHOBAHHOCTH M TEXHUYECKOH PeaJn3yeMocTH

MH(opMannoHHbIe TEXHOTOTHH, IPOrPAMMHBIE M IPOrPAMMHO-AIITIAPATHEIE CPENCTBA, MEpEI
3aIUTEl HHPOPMAIMK JIOJDKHBI OBITh PEaM30BaHbl IO COBPEMEHHBIM PEIICHHSAM, O0OOCHOBAHBI
C TOYKH 3pEHHs JOCTH)KCHHUS 3aJaHHOIO YPOBHS 3aIIHMIIEHHOCTH HHPOPMALMH M SKOHOMHYECKOH
eTecO00PasHOCTH, a TakXe COOTBETCTBOBATH YCTAHOBIEHHBIM HOPMaM H  TpeOOBAHHIM
1o Oe3omnacHOCTH HHPOPMAIIHH.

Hpuamun npodeccronanuzma

Peanusanuss Mep 3ammTel MHGOPMAIMH M SKCIUTyaTalys CPEACTB 3allUThl HH(OPMALIMH
JOJDKHA OCYIIECTBIIATECS IPO(PECCHOHATBHBIMHU CIIEIMAIUCTAMH.

IIpuBiieyenne creMaI3HpOBaHHBIX OPTaHM3ALMH K pa3paboTKe CPEACTB M Pealu3alldy Mep
3QUIATEl KHPOPMAITMH, MOATOTOBICHHEIX K KOHKPETHOMY BHIY AEATEIBHOCTH IO OOECIeueHHIo
Ge30macHOCTH HHPOPMAITHOHHBIX PECYPCOB, HMEIOIIMX OITBIT TPAKTHYECKOH paGOTHI H IMIEH3HH Ha
[IPaBO OKAa3aHUs YCIIYT B 3TOH OOJIACTH.

IpHHIMN MEUHAMHA3ALMYE TIPUBH/IET W I10JIb30BATEIeH

ObGecneyenue monp30BaTene MPHBAICIUAME MHHHMAIBGHO JOCTATOUHBIME JUIS BBIIOIHEHHS
HMH CBOMX JOJDKHOCTHBIX oOsi3anHOCTed B 'BJIOV.

4 OCHOBHBIE TPEBOBAHUS 110 3AHIUTE HH®OPMAIIUH
OI'PAHHYEHHOI'O JOCTYIIA

Cucrema 3amuTel HHQOPMANUM JODKHA MPEAYCMATPHBATE KOMILIEKC OpraHH3aIHOHHEIX,
NPOrpaMMHBIX H IPOTPAMMHO-ANIapPaTHEIX CPEICTB M Mep IO 3aluTe WH(POPMAIHHA B MPOLECCE
ee 00paboTKH. X

Boinossenre TpeboBaHuil TOCTHraeTCs 3a CUET pealu3aliy Ha 00beKTax MH(QOpMAaTH3amuN
MED 110 3aliTe HHYOPMAIIHH:

UIEeHTHQUKALIME ¥ ayTeHTHHKAINH CyOBEKTOB I0CTYIIa H 0OBEKTOB JOCTYIIA;

YIPaBIEHHIO JIOCTYIIOM CYOBEKTOB JOCTYIA K 00BEKTaM J0CTYIIA;

OTPaHHYEHUIO IPOTPAMMHOM CPEJIbI;

3alllMTe MAIIMHHBIX HOCHTEJIEH IIEPCOHABHBIX JaHHBIX;

perucTpalyy coOBITHI 0€301MaCHOCTH;

aHTHBHPYCHOH 3a1uTe;

00HapyKEeHUIO BTOPIKEHHIA,

KOHTPOJIIO (aHAIHU3Y) 3aIIUIIIEHHOCTH MEPCOHAIBHEBIX JaHHBIX;

00€CIeYEHHIO IIEIOCTHOCTH HH(POPMAIIHOHHOK CHCTEMBI U TIEPCOHATBHBIX TaHHBIX;

00eCIeUeHHIO TOCTYITHOCTH EPCOHATBHBIX IAHHBIX;

3aIMTEI CPeJIbl BUPTYaTH3allii;

3alIUTE] TEXHUYECKHX CPEICTB;

3aIIATHl MHPOPMAIIHOHHOM CHCTEMEL, €€ CPEJICTB, CHCTEM CBA3M M MepeIadn JaHHBIX,

BBISIBJICHUIO HHIUACHTOB U PearupoBaHue Ha HUX;

YIpaBIeHUIO KOHMHUTyparuel HHPOPMALHOHHON CHCTEMBI M CHCTEMBI 3AIIATE IEPCOHATBHEIX
JTAHHBIX.

I'BIOY, xak o6iagarens HEGOPMAIUK OIPAHHICHHOTO JOCTYIIA, IPH OCYILIECTBICHHH CBOUX
IIpaB 0053aHO:

coOII0aTh IpaBa U 3aKOHHbBIE HHTEPECH HHEIX JIAIL;

IPAHAMATE HEOOXOMMBIE MEPHI 10 3alIUTe HH(OpMaIHH;

OTpaHHYMBATh JIOCTYI K HHQOpMAIMH, €CIH Takas OOA3aHHOCTH  YCTAHOBJIEHA
3aKoHoaTensCTBOM Poccuiickoit @enepanun.

B Tom urcnie I'B/IOY, BrpaBe eciiu HHOE HE MPEayCMOTPEHO 3aKOHOIATENECTBOM Poccritckoit
Denepanuu:

pa3pemiaTh Uik OrpaHHYMBATh JOCTYI K HH(POPMAIMH, OTIPEIEISTh HOPAIOK H YCIOBHS TAKOTO
JOCTyTIa;

HCIOJIB30BaTh MH(OPMAIIHIO, B TOM YHCIIE PACIPOCTPAHSTh €€, II0 CBOEMY YCMOTPEHHMIO,

nepenaBars HMH(GOpPMANMIO JPYTHM JIMIAM HA YCTAHOBIEHHOM 3aKOHOJIATEIbCTBOM
Poccuiickoit ®enepaliii OCHOBAHUH,



3aIUINATh YCTAHOBISHHBIMH 3aKOHOJATebCTBOM Poccmiickoit Deniepaliunl cmocodaMu CBOH
TpaBa B CIIydac He3aKOHHOTO IOJTyYeHHs HHPOPMAINK HIIH € He3aKOHHOTO MCIIOJIB30BAHMS HHBIMH
JIULIAMH;

OCYNIECTBJIATh HMHBIE NEHCTBHA ¢ MH(OpPManMeHd WIM paspelaTh OCYIIECTBICHHE TaKHX
NEWCTBHM, €caM 3TH JEWCTBHS He TpoTHBOpevar (elepalibHBIM —3aKOHAM M JAPYTHM
HOPMATHBHO-IIPaBOBEIM akTaM Poccuiickoii @enepanuy.

3amura HHQOPMAIMH  OrPAHWYEHHOTO [OCTYIA IPEACTABIsIeT COOOH  NpHHATHE
OpPraHU3aAIMOHHBIX U TEXHUYECKHUK Mep, HAllpaBJICHHBIX HA:

COOMOIeHHe KOHPHUICHIIHAIFHOCTH HHPOPMAIHK (MCKIIIOYEeHNE HETIPABOMEPHOTO JOCTYIIA,
KOTIMPOBAHHUS, IPESIOCTABIICHHS HIH PAcIpPOCTpaHeH s HHGopManun);

obecIiedyeHne IeIOCTHOCTH HHGOPMAIUH (MCKITIOUEHHE HEPABOMEPHOTO YHHYTOKEHHUS
WA MOJU(UIMPOBaHKS UHGOpMaLKn);

peau3alHIo IPaBa Ha A0CTYN K HHpOpManuy (MCKIIOUCHHE HEIPABOMEPHOI0 OIIOKHPOBAHHSI
HH(pOpMaLHK).

CpencTBa 3alIUTH HHPOPMALUH BHEIPSIOTCS IO Pe3y/bTaTaM IIPOBEICHHS OLEHKH PHCKOB
HHPOPMAIIMOHHON 6e30I1aCHOCTH.

Opranu3anys 3aMUThHl HHPOPMALHH

IIpu opranuzanuu B I'BJJOY 3ammThl WHGOPMAIMH, TOTKHEI BBIIOIHATHCS TPeOOBaHUSA
®enepansaoro 3akona ot 27.07.2006 Ne 149-d3 «O6 wuHbopMmaiuy, HHPOPMAIMOHHBIX
TEXHOJIOTHAX H O 3amure WHGOPMALUW», KOTOPbIE PpEryJUpyIOT OTHOLICHHS, CBs3aHHBIE
C YCTaHOBIEHHEM, H3MEHEHHEM M TIPEKpAINeHHEeM peskuMa 00paboTKH 3alHInaeMol HHPopMaIkH.
B ToM uncie TpeOGOBaHHS O 3amuTe HH(POPMAIMH, HE COCTABIIOIEH rOCYJApCTBEHHYIO TalHYy,
cojiepyKaineiics B TOCyJapCTBEHHBIX HHGOPMAIMOHHBIX CHCTEMAX YTBEPXKICHHBIE MNPHKa30M
®CTIK Poccum or 11.02.2013 Ne 17 «O6 yrBepxmenun TpeOoBaHHil 0 3aluTe HHPOPMAIKUH,
HE  COCTAaBIAIONIEH  TrOCyIapcTBEHHYIO — TaliHy, coAepXalleics B TOCYHapCTBEHHBIX
UHOOPMAIHOHHBIX CHCTEMaX» AJsSl TOCYIapCTBEHHBIX HH(A)OPMAIMOHHBIX CHCTEM I10 KOTOPBIM
I'BJIOY siensiercst OnepaTopoM.

B I'B/ZIOY nmoMuMo peanu3anuid OCHOBHBIX Mep 3aIlUThl HH()OPMALHH OCYIIECTBIISEeTCS:

peryispHas OIeHKa W  YIOpaBlIeHHe pHCKaMH HH(OpMalHOHHOM  Oe30MacHOCTH
B COOTBETCTBHH ¢ YCTAHOBJICHHBIMH IIPOLEAYpaMH B 00JIACTH YIIpaBJICHUsS PHCKaMM,

uH(pOpMUpPOBAHUE, oby4yeHue %} IIOBHIIICHHE KBTI (DUKALTH pabOTHHUKOB
I'BIOY B chepe urdopmannonHoi Ge30macHOCTH;

METOAMYECKas IOMOINs pabOTHHKAM B Bompocax obecredeHHs HMH(GOPMAIMOHHOH
0e30IacHOCTH;

aHAIM3 1 MIOMCK BO3MOXHOCTEH 110 MOBBIICHHIO YPOBHS 3AIUIIEHHOCTH HH(OPMAIIHH.

Jlns opranmsaiuu 3amuThl nHGopManuu, 'BIOY BnpaBe NMpUMEHATh CPEACTBA U METOJIBI
TEXHHYECKOH 3alllMThl, INPEANPHHUMATH Jpyrue, He MPOTHBOpEUAIlHE 3aKOHOJATEILCTBY
Poccuiickoii @enepariu, Mepsl.

B pamkax ofbecriedeHus 3anuThl HHPOPMALUH, B paMKaxX TPYJOBBIX OTHOLICHHH HEOOX0AUMO
03HAKOMHTE IIOJ] POCIUCH paOOTHHKOB, JIOCTYII KOTOPBIX K HH(OpMalMK OrPaHUYEHHOr0 JIOCTYIIA,
HeoOXOI|M IS BBIIIOJIHEHHS HMH CBOHUX JOJDKHOCTHBIX 00s3aHHOCTeH, ¢ mepedHeM HH(popManuy
OrPaHHYEHHOT0 JOCTYyTa, U NpuHATEIME B I'BJIOY MepaMu 3amuTe HH(bopMauHH

OcofGeHHOCTH 3aIUMTHI NEPCOHANLHBIX TAHHBIX

Ilpu opranmsanuu ob6padotkw B ['BJOY mepcoHambHBIX JaHHEIX —HEOOXOIUMO
pYKOBOJCTBOBaThecs TpeGoBanmsmu @emepamsHoro 3akoma ot 27.07.2006 Ne 152-@3
«O TepCcOHANBHBIX JaHHBIX).

IlepeueHs Mep, BhIMOTHeHHEe KOTOphIX obecreunBaer ['BJIOY B KauectBe omeparopa
[EPCOHAIBHBIX JaHHBIX, TOJDKEH BKIIIOYaTh:

gaszHauenue B ['BJIOY 0TBETCTBEHHOTO 33 OpraHU3aIiio 00paboTKU IIepCOHANIBHBIX JaHHbIX;

paspaboTKy JOKYMEHTOB, OIPEIEIIOIINX IPABHIA B OTHOIIEHHH 00pabOTKH MEePCOHABHBIX
nasebX B TBJIOY, NOKaIbHBEIX aKTOB IO BOIpocaM 00paboTKHU EPCOHATBHEIX TAaHHBIX;



OpUMEHEHNE OpPraHM3alMOHHBIX W TEXHHYECKHX Mep 10 ofecrmeueHuIo Oe30MacHOCTH
IEPCOHANBHBIX JaHHBIX B COOTBETCTBHM CO cTarheit 19 denepansHoro 3akoHa ot 27.07.2006
Ne 152-D3 «O nepcoHaIBHBIX JaHHBIX Y, ‘

BBINOJIHEHUE TpeOOBAHUM 110 COCTABY M COAEPIKAHUIO OPTaHHU3aIMOHHBIX U TEXHUYECKUX Mep
no obecrnedyeHn0 0€30MACHOCTH MEPCOHANBHBIX HAHHBIX IIPH HX 00paboTke B MHMOPMAIHOHHBIX
cHcTeMax IIepCOHANBHBIX JaHHBIX, YTBep:KIEHHEIX [Ipukazom @CTIK Poccnu ot 18.02.2013 Ne 21
«O0 yTBepKIICHHH COCTaBa U COJCPIKAHMS OPraHU3aI[MOHHBIX M TEXHUYECKUX Mep M0 00eCIIeYeH IO
0€30I1acCHOCTH TEepPCOHANBHBIX JAHHBIX HIpH HX 00paboTke B HWHPOPMANMOHHBIX CHCTEMax
MIEPCOHATIBHBIX JAHHBIX Y,

OLIEHKY Bpena, KOTOPBIH MOXeT OBIThb IPUYHHEH CyOLeKTaMm IE€PCOHATBHBIX JaHHBIX
B cioydae Hapyumenus PenepanbHoro 3akoHa Ne 152-@3, cooTHOIEHHE YKa3aHHOTO Bpefa
¥ [IPUHUMAEMBIX ONEepaTopoM Mep, HalpaBIIEHHBIX Ha o0ecriedeHHe BBIIOMHEHUS 00s3aHHOCTEH,
npenycMoTpeHHbIX DesepanbHbM 3aKoHOM Ne 152-03;

o3HakomJieHne paboTHHKOB ['BJIOY, HemocpeaCTBEHHO OCYIIECTBISIONMX 00paboTKy
MepPCOHANBHBIX ~ JAHHBIX, C IIOJNOXKEHHAMH 3aKkoHojarenbcTBa Poccumiickoit  Pepepaunu
O MEPCOHAIBHBIX JAHHBIX, B TOM 4YHCIIe TpeOOBaHUAMHM K 3allUTe IEPCOHAIBHBIX NAHHBIX,
JTOKyMeHTaMH, onpeznenstomuMu TpeboBanus ['BJIOY B oTHomeHuH 00pabOTKH NepCOHAILHBIX
JaHHBIX U 00y4eHue, Ipu HeoOX0AUMOCTH, YKa3aHHBIX paOOTHHKOB.

Obecneuenne 6e30MaCHOCTH MEPCOHATBHBIX JAHHEBIX JOCTHraeTCs, BYaCTHOCTH:

ompele/ieHHeM  yrpo3 M Hapymmreneif  0e30MacHOCTH — IEPCOHATBHBIX  JaHHBIX
pH ux 00paboTKe B HHPOPMAIMOHHBIX CHCTEMaX IePCOHAIIBHBIX JIaHHBIX;

OIpENENeHUEM YPOBHS 3alUIIEHHOCTH IEPCOHANBHBIX JAHHBIX B  COOTBETCTBHH
¢ tpebosanusamu [locranosnenus [IpasurensctBa Poccniickoit @emeparmu ot 01.11.2012 Ne 1119
«O06 yrBepxkJeHur TpeOOBaHHMM K 3RalUTe TEPCOHATBHBIX MJaHHBIX IIpH HX o00paboTke
B HH(GOPMALIMOHHBIX CHCTEMAX IEPCOHAIBHBIX JaHHBIX);

IIPUMEHEHHEM IIPOIIEAIINX B YCTAHOBJIEHHOM IOPAJKE IPOLEAYPY OLIEHKH COOTBETCTBHS
CpeICTB 3alUTE HHpOPMALIHH;

OLIEHKOH d((EKTUBHOCTH IMPHHAMAEMBIX MEp IT0 3al[UTe NePCOHAIBHBIX JAHHBIX IO BBOJA
B 9KCILTyaTaIHI0 HH()OPMAITHOHHOM CHCTEMBI IIEPCOHALHEIX TaHHBIX;

BOCCTAHOBIICHHEM IIEPCOHAIBHBIX JIAHHBIX, BCIEACTBHE ITOJIYYEHUS HECAHKIIMOHHPOBAHHOIO
IOCTyIa K HUM;

YCTAHOBJIEHHEM IIpaBHJ  JOCTYNa K [EPCOHAJBHBIM JAHHBIM, 00pabaThIBAEMBIM
B HMH()OPMAIIMOHHEIX CHCTEMaX IEPCOHANBHBIX JAHHBIX, & TaKXKe OOECIeYEeHHEM PETHCTPAIlHH
U y4eTa BeeX e CTBHMA, COBEPIIAEMBIX ¢ IIEPCOHATBHBIMU JaHHBIMH B HH(QOPMAITMOHHBIX CHCTEMAaX
NEPCOHATBHBIX JaHHBIX;

KOHTPOJIEM 3a IPHHUMAEMBIMHI MEPaMH I10 3alIHTe IEPCOHAIBHBIX TAHHBIX U ONPEIETIEHHOTO
YPOBHS 3aIlUIIEHHOCTH I/IH(bopMaHHOHHBIX CHCTEMaX IIEPCOHANBHBIX JaHHBIX B IIpoLecce
ee dKCIUTyaTallkH.

5 OCHOBHBIE TPEBOBAHIII K ITPOIIECCAM OBECIIEYEHUASI
WHO®OPMAIIMOHHOMN BE3OIACHOCTH

Meroau4ueckoe pyKOBOICTBO, pa3paboTKy pelIeHu 1o 3amure WHPOPMAIMH, COTIAaCOBaHHE
BBIOOpA CPEICTB BBIYMCIIATENBHON TEXHUKH, IIPOrPAMMHBIX U IIPOTPAMMHO-aNNAPATHEIX CPEJICTB
3amuThl HHOOPMAIlUY, OPraHU3aluio paboT 10 BHISBICHUIO BO3MOXKHOCTEH H IPENyIPEkKIACHHIO
YTEYKH MW CBOMCTB 3ammImaeMoil WH(GOpMAluu, aTTecTanio OOBEKTOB HH(GOPMAaTH3aIHH
OCYIIECTBIISIOT KOMIIETEHTHEIE CTPYKTYpHEIE onpaszaenenus I’ BJI0Y.

®u3nveckas 6e30macHOCTh

[IpuHSATEIE OpraHM3AIlHOHHBIE W TEXHHYeCKHe Mephl mo 3amute mnomemenui B0V,
CEPBEPHOr0 M KOMMYTAIlHOHHOTO 00OpYZOBaHHS, aBTOMATH3HPOBAHHBIX pabOUMX MeECT
mojip3oBaTeneil maGopManmoHHEIX cucTeM I'BJIOY obecneunBaroT peanu3alyio CIeIYIOMUX Mep
1o:

pasrpaHHYeHHI0 JocTyla paboTHHKOB B momerneHus ['BJIOY B COOTBETCTBHH € WX
MIOJTHOMOYHSMH ¥ TOJKHOCTHBIMHU OOSI3aHHOCTSIMU;



perucTpauud (GpakToB BXojga paGOTHHKOB B ITOMEIIEHHS B KOTOPBIX Beaercs oOpaboTka
[IEPCOHATILHBIX JJAHHBIX;

KOHTpOJIMpyeMoMy npeObiBaHui0 noctopoHHuX jui B ['BJIOY B momemeHus, B KOTOPHIX
BezleTcs 00paboTka MHGOPMAIMKM OIPAaHWYEHHOTO JOCTYNAa M Pa3MeIleHBl alnapaTHbIe CPelCTBA
HHGOPMAITMOHHOH CHCTEMET;

OpraHM3aliH PeXUMa KOHTPOJIHPYEMOT0 BHOCA/BBIHOCA CpeAcTB 00paboTku nH(popManuy.

[Tomemenus I'BJIOY nmomkuel ObITh 00OpPYIOBaHBI JAETEKTOpPAMH OTHS M JIbIMA,
OTHETYLIUTENIIMH, CHCTEMaMH KOHIUIIMOHHPOBAHHUS BO3AyXa, CPEICTBAMH OXPaHHO-TIOXKAPHOH
CUTHAJIM3aLHH.

OcHoBHOe cepBepHOe M KoMMyTaroHHoe obopynosanue ['BIOY nomkHO OBITH 3aIHINEHO
0T nepeboeB B I0Ja4e SJIEKTPOSHEPTHH IIyTEM IOAKIIOUEHHS K DIIEKTPOCETH C IPUMEHEHUEM
HUCTOYHHUKOB OecrepeOOHHOrO MNHUTAaHUA M PE3EPBHOTO AHM3eNb-TeHepaTopa. FMCTOYHHKH
Oecriepe0OHHOrO MATAHUS HEOOXOIMMO PEryISIPHO TECTHPOBATH H IIPOBEPSTH YIOIHOMOUYEHHBIM
pabotaEKaM I'B/IOY B COOTBETCTBHH C PEKOMEHJATUAMHE IPOU3BOAUTENS.

ITopTaTHBHBIE TEXHHYECKHE CPEACTBA HE JIOJDKHBI OCTABATHCS 32 IIPeiesIaMi KOHTPOIUPYEMOH
30ub1 ' BJIOY 6e3 xouTposst co ctopons! pabotHikoB ['BIIOVY.

Be3zonacHocTs Ha padoueM MecTe

3anpernaercs BeCTH 3alldCh [apoyielf B OTKPBITOM BHAE HAa MaTepHANbHBIX HOCHTEI,
33 UCKJIIOUYEHHEM CJIy4aeB, PerjiaMeHTHPOBAHHEBIX METOIOB XPaHEHHSI.

JIOKyMEHTBI M HOCHTENH ¢ HH(popMaleil OrpaHHYeHHOr0 MOCTYIa MO/DKHBEI YOHpaThes
B oOmneuaTeiBaeéMble MecTa (ceddbl, mKadpl u T.OI.), IpH yxoue ¢ pabodero Mecra.
Ha arromatmsmpoBanHOM padodem mecte Ilonp3oBarens pabodas ceccus DoDKHA OBITH IPEPBaHA,
paboumii cronm 3abioKHpoBaH. Bxoj monb3oBaTeNs B CHCTEMY HE JODKEH BBIIOIHATHCS
ABTOMATHYECKH.

JIOKYMEHTEI, coAepaliie HHPOpMaIluio OrpaHHUCHHOT0 JOCTYIIA, TOJDKHBI Cpa3y H3bIMAThCs
U3 [eYaTaloIIMX YCTpolicTB. Jlnsg yTHMM3alMKM KOH(UIEHIMATLHBIX TOKYMEHTOB, HOJIMKHBI
HCIIOJIB30BATHCS YHHUTOXHTEH JOKYMEHTOB He HEDKe 4 YypOBHS 10 CTaHIApTy O€30IacHOCTH,
IPUMEHIEMOMY K YHHUYTOXHUTEISAM JOKYMEHTOB.

Ilpu wucmonb30BaHHK MOOMIBHBIX TEXHHUECKHX CPEINCTB HEOOXOoMuMO COOIONaTh
JIOTIOJTHHUTENIFHBIE MEpPHEI 10 PErIaMeHTalHd M KOHTPOJIO HCIIOJB30BAHUS B HMHGOPMAIHOHHOH
cucTeMe MOOMIIBHBIX TEXHHYECKUX CPEJICTB.

Haxoxmenwe mnpencTaBuTenel IOPHAMYECKHX JIHII B paMKaX HCIIONHEHUS JOTOBOPHBIX
00513aTeNIbCTB B IOMENICHUSIX B KOTOPBIX BeeTcsl 00padoTka HH(OpMaLuK OTpaHUUEHHOTO JOCTYIIa
UHGOPMAIIMOHHOH CHCTEMBI, BO3MOXHO TOJIBKO B compoBokaeHun pabotHuka I'BJAOY
JOIIYLIIEHHOT'O 10 00paboTKH Takoit HHGOpMAIIHH.

PazMemenne TeXHHYECKHMX CpENCTB BBIBoja wuHopmauuu B mnoMemenusx [BA0OY
MIPOM3BOAUTCS C YYETOM MCKIIOYEHHS BO3MOXKHOCTH BH3YaJIBHOTO IIPOCMOTpa HHGpOpManuu
IIOCTOPOHHUMH JIMLIaMK U paOOTHUKAMH, He JOMYIIEHHBIM K paboTe ¢ JaHHO#i HHpOpMAaLUe.

TexHU4ecKUe CPeCTBA TOJDKHBI PA3MELIATHCS U XPAHUTHCS TAKUM 00pa3zoM, YTOObI COKPATUTh
BO3MOXKHEIH PUCK MOBPEKACHUS M YTPO3BI HECAHKITMOHUPOBAHHOT'O JIOCTYIIA.

Texuu4eckoe 00cay:KHBaHHEe 000Py10BAHUA

Texnuueckue cpexpcrsa ['BJIOY noJKHBI NPOXOAMTH HA PETYJSIPHOH OCHOBE CEPBHCHOE
00CITy’)KHUBAaHUE B COOTBETCTBHHU C PEKOMEHIAITMSIMHE ITPOH3BOAUTENEH 000pyIOBaHHUS.

PemoHT u cepBucHoe oOcIy:KuBaHHE OOOpPYHOBAaHHS JIOJDKHBI BBIOJIHATBCS TOJBKO
KBaTH(PUIIIPOBAHHBIMY CIIEIHAIHCTAMH.

Texuuueckoe oOcnyXuBaHWEe OOOPYZOBAaHUS CTOPOHHMMH OpraHM3alMsSIMH HE JOJDKHO
MIPUBOIMTE K PUCKY HAPYIHEHUS KOH(PHIEHIIMATBHOCTH 3allHIaeMOi HHPOpMAIHH.

B3aumopeiicTBHe ¢ TPeTHHMH JIHIAMH

B memsx obOecmeuenus uHbopMaimoHHoit OesomacHoct ['BJIOY npu B3aumojeHcTBHH
C TPETBUMH JIALAMH JIOJDKHO BBIIOJIHSTE CIEAYIOIINE MEPOIIPHATHS I10:

3aKJIFOUCHHIO COTJIAINCHHS O Hepas[JalleHHH WHQOpPMAIlMK OrPaHUYEHHOr0 JOCTyNa
IIOJTYYEHHOH B X0JI¢ MCIIOJTHEHMS JOTOBOPHEIX 0053aTEeNNbCTB;



OCYIICCTBIICHHIO KOHTPOJIA 3a JEHCTBHAMH IpEICTAaBUTENEed KOHTPAreHTOB B Ipeaeiax
KoHTpoupyemoit 30861 ' BJIOY.

YunpagieHue ;KA3HEHHBIM IHKJIOM HH(OPMAIHOHHBIX CHCTEM

MeponpusaTHs B Iporecce XKHU3HEHHOTo IkIa HH(popMaimoHHEIX ciucteM I'BJI0OY momKHbL
ObITh HaIpaBIEHEl Ha 00eCIeYeHHe 3alUThl HHGOPMAIMH TIPH BBOJE B JEHCTBHE, SKCIIyaTal|Hy,
COIIPOBOXKIEHHUH M MOJIEPHHU3ALIUH, BEIBOJIA M3 DKCILTYATAIlHH.

OcnoBanueM 1npu paspaboTke HHOOPMAIMOHHBIX CHCTEM IOJDKHBI SBISTHCS pELICHHS
NPUHATBIE Ha CcTaguM (OPMHpPOBaHMSA TpeOOBaHWI, comep:Kairie TpeOOBaHHWA, B TOM YHCIE
II0 CHCTEME 3aIMUTHI HH(POPMAIHH.

JIroboe mnaHEpyeMoe K BHEPEHHUIO H3MEHeHHe HHPOPMAIIMOHHOM CHCTEMBI ITPEIBAPUTEIHHO
JOIDKHO  OBITh  NPOAHATM3HPOBAHO HA  COBMECTHMOCTH M OTCYTCTBHE  HApYIICHHI
paboTOCIIOCOGHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJCTB 3ALIUTH HHPOPMALKH.

PaboTel mo MopepHH3anuH HHGOPMAIMOHHOW CHCTEMBI, B TOM 4YHCJIE II0 YCTAHOBKE
IPOrpaMMHOI0 obecneueHus: U OOHOBICHUH, TODKHBI IPOBOJUTHCS B Hepabodee BpeMs HIIH BPeMsI
HaMMEHbIIeH paboveii Harpy3KH.

IIpu BEIBOZE M3 SKCIUIyaTallMH HHQ)OPMALUMOHHBIX CHCTEM JIOJDKHO 00eCIeunBaThCs
rapaHTHpPOBaHHOE yAaleHue 00pabaThiBaeMOl M XpaHUMOM B HMX MH(GOPMAIHH C HCIIOIB30BAHHEM
CPEJICTB TapaHTHPOBAHHOIO YHHYTOXEHHS MHGOPMAIMK MU ITyTeM (H3MYECKOTO YHHYTOKCHHUS
HOcHTeNel HH(popMaIHH.

Bee mponenypsl ofecneueHus 3amuTHl  HHGOpPMAIMH, ycTaHoBieHHBle B ['BJIOY
B OTHOIICHMHM HH(POPMALIMOHHBIX CHCTEM, JOJUKHBI BBIIOJHATHCS M KOHTPOJHPOBATHCS
OTBETCTBEHHEIMH JIMIIAMH 34 OpraHU3aluIo padoT 110 3aumTe HHPOPMALIHHL.

KonTpoas gocryna k na(GopManHOHHBIM CHCTEMAM

Bce pabGotauxu I'B/IOY, momymenusie k pabore ¢ HHOOPMAI[MOHHBIMH CHCTEMaMH HECYT
[IEPCOHANIBHYI0 OTBETCTBEHHOCTh 3@ HapylIeHHs YCTAaHOBJICHHOTO Tmopsaka o00paboTku
HH(OpPMAIIHH.

YpoBeHp MOJHOMOYMH IOJb30BaTeNss B HHpopManumoHHOH cucteme [BJIOY nomxen
OIIpENIeNATECA B COOTBETCTBHH € €0 JOKHOCTHBIMU OOSI3aHHOCTSIMH.

Joctyn nosne3oBarenet k nuudopmanuonasM cucteMam 'BJIOY omkeH KOHTPOTHPOBATHCS
aJIMUHHCTPATOPOM HH(POPMAIIIOHHOM CHCTEMBEL.

OcyImecTBIeHHE PErYISIPHOrO KOHTPOJIS BBHINOJHEHHS OPTaHHA3AIHOHHO-PACTIOPSIUTETHHBIX
JOKYMEHTOB, KacalolUXCS periaaMeHTanuu jonycka padotHukoB I'BJIOY k uH(pOpMAMOHHEIM
cUCTeMaM.

Hpenrunduxanms 1 ayTeHTHPHUKAIHAA

HocTtyn mome3oBateneit k HHQOPMAIMOHHBIM CHCTEMaM JOJKEH IMPEIOCTAaBISTHCS TOJIBKO
II0CTIE YCIIEIIHOTO 3aBEePIICHNAS HACHTH(QHKAIINHN, ay TEHTHDHKAIIH,

Ilomyuyenne mnone3oBaTeneM HMEHM B HHOOPMAIMOHHOW CHCTEME H Mapolisi, KOTOPHIE
o0ecreunBaroT IOCTYN K MHGOPMAIL[HOHHOM CHCTEME, JOJKHO OCYIIECTBIISTHCS 110 IPEICTABICHHIO
PYKOBOJIMTENIS CTPYKTYPHOTO IIOIpa3ieeHusl.

Ynpasienue 1ocrynom :

B I'ZIOY momKkHO OCYIIECTBIATBCS YIPAaBIEHHE AOCTYIIOM K HHO)OPMAIHOHHOMN CHCTEME
IIOCPEACTBOM peaNnu3aluy HEOOXOAMMBIX METOIOB, THIIOB M IIPaBHJI Pa3rpaHHuYEHHs IOCTYIA
oJip30BaTensaM HHGpopmanuonHoit cucremsl ['BJIOY. B TtoMm umcne obecrieyeH 3almHIEHHBIH
yJAJEeHHBIH AOCTYN CYOBEKTOB HOCTyIa K O0BEKTaM JOCTyIla 4epe3 BHEIIHHe WHPOPMAIHOHHO-
TEIeKOMMYHHKAIIMOHHBIE CETH.

besonmacHocTs npu padore ¢ HOCHTEISIMH HH(pOPMALTHHI

Pa6orauxu 'BJIOY 10/KHBI HCIOIB30BATh TOJIBKO YUTEHHEIE CHEMHBIE MAITHHHBIE HOCHTEIH
MHGOPMALHK ISl BBIIOJHEHHS CBOHX JO/DKHOCTHBIX 0Os3aHHOCTEH. MCHONB30BaHHE CHEMHBIX
MalIuHHBEIX HocuTenel nudopmanuu B 'BJIOY B MHBIX [ENSX CTPOro 3arpelieHo.

CpeMHBIE MaIIMHHBIE HOCUTENH HHYOPMAIAN JO/DKHEI XPAHUTCS B ONIEUaTHIBAEMBIX IIKadax,
B IIOMEHICHUAX B KOTOPBIX IpeaycMoTpeHa 00paboTka HHGOPMAIHH OrPaHHYeHHOTO JOCTYIIA.



B cnygae xpaxu WM NOTEPH CHEMHOTO MAIIMHHOTO HOCHTEIS HH(GOPMAIIH, 8 TAK)KE HHEIX
HHIHAEHTOB, KOTOPBIE MOTYT IPUBECTH K HAPYIIEHHIO CBOHCTB HH(GOPMAIMH OrPaHHYCHHOT'O
JOCTYIIa, JOJKHBI IIPOBOJAUTECS MEPOIIPUSTHS II0 PACCIeIOBAHHIO TAKIX HHITHICHTOB.

ITpu BBIBOZE M3 IKCIUTyaTallMH CHEMHOI'O MAIIMHHOTO HOCHTENS WHPOPMAIMH, BCE JaHHEIE,
XpaHsIIMecss Ha HEM, JOJDKHBI OBITh yHaJeHBI OIpeNesieHHOM KoMuccuedt u3 uucina pabOTHUKOB,
CpPEICTBOM TrapaHTHPOBAHHOT'O YHHUTOXKEHHS HHpOpMAaIHK.

@axT yHHYTOXKEHHMS HH(GOpPMANMKM HA CHEMHOM MAIIMHHOM HOcUTene HHGPOpMaIUy
¢bukcupyercs B akTe 00 YHUYTOXKEHMM HHOGOPMAIMH CO CHEMHOTO MAIIHHHOTO HOCHTEIS
rHOPMAITHH.

Perncrpanust codbITHii

B TIBJAOY  jomksa  OCYymIECTBIATBCS  pETHCTpaldd  cOOBITHH  O€30mMacHOCTH
Ha BceX KOMIIOHeHTax uHpopMmauuoHHbx cucreM [BJIOY, B kortopeix o0pabarbeiBaercs
3amumaeMas HHpopMarus.

AHTHBHPYCHAS 3AIIUTA

B memix oOHapyxeHHs M YCTpaHEHHS BpeZOHOCHBIX mporpamM B I'BJIOY nomxHbI
HCTIONB30BAThCS CPEACTBA aHTHBHPYCHOM 3aIIUTHI HH(POpPMALIUH.

OO0s3aTenbHOMY KOHTPOJIO CPEACTBOM AaHTHUBHPYCHON 3auuThl HHGOpPMAlMH IOJDKHA
nojiexxare Jrobas uHpopManus (TekcroBble (¢aiiel J0O0BIX (popmaros, (alinBl JIaHHBIX,
HCIIONHsIeMBle (aiyiel), moiydaeMass M IlepejaBaeMasi II0 JIOKaJbHOH BBIYHCIHMTENIBHOH CeTH
B TOM YHCI€ M ceTsM oOmero moip30BaHus, a Takke HHGoOpManus, XpaHHMas Ha CBEMHBIX
MAaIIMHHBIX HOCUTEIIX HH(POPMAaIHH.

[Ipu ycramoBke mporpaMMHOr0 oOecmeueHHs HJIM ero OOHOBIEHHS Ha CEPBEPHOE
000pyl0OBaHHE [OJDKHA aABTOMATHYECKH BBITOJIHATHCS Ipe/BapUTEIbHAs INPOBEpKa NaHHOTO
IIPOrPaMMHOr0 00ecneueH sl Ha OTCYTCTBUE BPEJIOHOCHOTO IPOrPaMMHOTI0 00eceyeHus .

ObuoBnenne 0a3 CHrHATYp AIA CPEICTBA AHTHBHPYCHOH 3aIMUTHI MH(OOPMALHH IJOKHBI
OOHOBIIATECS €KETHEBHO.

ITonw3oBarenu 6e3 paB aJIMHHHCTpAToOpa HH(POPMAITHOHHOM CHCTEMBI
I'B/IOY He AOMKHBI MMETh BO3MOXKHOCTB ITOJIYYEHHS JOCTYNa K KOH(QUIYypallud aHTHBHPYCHOIO
CpPEZCTBA 3ALIUTHI HIIU €I0 OTKIIFOYEHHSL.

KoHTpo/1b 32aIMINEHHOCTH NEPCOHAIBHBIX JAHHBIX

B mensix HMCKIIFOYEHHs SKCIUTyaTalldd YS3BHMOCTEH IIPOrpaMMHOTO OOECTIE€UeHHs JOJKHBI
IpoBOAMTCS pabOTBl IO BBISABISHHIO, aHAIU3y YA3BUMOCTEH WH(MOPMAIMOHHON CHCTEMBI
H OIlepaTHBHOE YCTPaHEHHE BHOBB BEISBICHHBIX YS3BHMOCTEH. B TOM urciie opranusaius KOHTPOIIsS
YCTaHOBKH OOHOBIICHHS IIPOTPAMMHOI0 00ECIIEUCHHS BKJIIOYAS CPEJICTB 3aIIUTH HHYOpMAIIHH.

Hcnons3oBanne nporpaMMHOro obecnedeHus

Beibop mnporpammHOro obecmedeHHs OIS Ipou3BOACTBeHHBIX HYXH I'BAOY momxeH
IIPOM3BOAMTECS B NPHOPUTETE K OTCUECTBCHHOMY, BHECEHHOr0 B EJMHBIN peecTp pOCCHUCKHX
IIpOrpamMM ISl eKTPOHHBIX BEIYMCIUTEIBHBIX MAIIHH 1 043 IaHHBIX. B ciydae oTcyTCTBHS aHAJIOTa
B EamHOM peecTpe pPOCCHHCKHX IpOrpaMM JJs JJIEKTPOHHBIX BBIYUCIUTENBHBIX MAIHH
1 0a3 JaHHBIX JOITYCKAeTCs HCIONBE30BaTh IPOrPAMMHOTO 0O0ecieueHe HMIOPTHOTO IIPOH3BOICTRA.

Hcnosb3oBanue cpeacTB Kpunrorpaduueckoii 3amursl uHGOpMaLUH

OGecnieueHne 3amUTHl HHOOPMAIMH OTPAaHWYEHHOTO JOCTYIA OT PACKPHITHS, MOAU(PHKAIHH
W HaBsA3bIBaHMA (BBOJA JOXHON HH(OpMaLMM) Npu ee mnepenade (IOATOTOBKE K Iepenave)
0 KaHaJlaM CBS3M, MMEIONIMM BBIXOA 3a IpPEIensl KOHTPOIHUpyeMOH 30HBI obecneunBaeTcs
IPUMEHEHHEM CPEICTB KpUNTorpadudecKoii 3amuTel HHGOpManuy.

ITpuoOperenue cpencTB Kpunrorpapuueckoit amuTs! naGpopmaruu I'bJIOY ocymecTBiseTcs
Ha OCHOBaHHH JOTOBOPOB M KOHTPAKTOB C JIMLIAMU MMEIOIIUMH AeHCTBYIOILYIO JidieH3uio OCh
Poccum Ha ocymecTBieHHE AESTEIBHOCTH II0 pa3paboTKe, IIPOU3BOJACTBY, PaCIpPOCTPAHEHMIO
mu(poOBATBHBIX (xpunrorpadpuyecKix) CpPEeICTB, HH()OPMAITHOHHEIX CHCTEM
U TEIeKOMMYHHKAIIMOHHBIX CHCTEM, 3alllHIIeHHBIX C MCIOJIb30BaHHEM IMH()POBAIBHEIX
(kpunrorpadMUecKuX) CpPeaCcTB, BBIIOTHEHHIO padoT, OKa3aHHIO YCIYr B oONacTH MH(pPOBAHUA
aH(GOpMAIHH, TEXHHYSCKOMY OOCITYXMBAHHIO MH(POBAIBHBIX (KpHUNTOrpadHuUEcKHX) CPEICTB,
UH(POPMALIMOHHBIX CHCTEM H TEJIEKOMMYHMKAIMOHHBIX CHCTEM, 3alMINEHHBIX C HCIIONLE30BaHHEM



mHGPOBANBHBIX (KpHUNTOrpadMYecKHX) CPeACTB (38 HCKIIOUEHHEM CIIydas, €CIH TEeXHHIECKOe
oOciyxuBaHHe IIU(PPOBAIBHBIX (KPUOTOrPadUUECKHX) CpPEICTB, HH()OPMAIHOHHBIX CHCTEM
U TEICKOMMYHHKAIMOHHBIX CHCTEM, 3alllHIIEHHBIX ¢ HCIOJBL30BaHHEM IIH(POBAILHEIX
(kpunrorpaduUecKux) CpEACTB, OCYLIECTBISETCS JUIs oOecredeHHss COOCTBEHHBIX — HYXKI
IOPHIANYECKOTO JIUIA UK WHAMBHUIYAIBHOTO IIPEIPHHIUMATES).

B mensx opraHmzamuu u o0ecneueHHH Iepenadn HWHQOPMAIMK II0 KaHAlaM CBSI3H
C HCIONB30BaHHMEM CpEJICTB KpuUITorpapuueckoil 3amuThl WHGOPMAIHH, & TAK)Ke BBITOTHEHHS
muneH3noHHbIX  TpeboBanuit ®CB Poccum B I'BJIOY gnomken ObITh cO34aH  Oprad
KpHITOrpapuIecKoi 3aITEL.

Ilopraneneie pemenus I'BJIOY ¢ BO3MOXHOCTBIO JOCTyIIAa ¢ ceTei 00Iero moiab30BaHUS
JIOJDKHBI B IPUOpHUTETE pa3pabarhiBaThcs ¢ OpraHu3anueil 3alldIneHHOro KaHaja IIOCPEICTBOM
npotokona TLS ¢ moxaepikoit anroputmos I'OCT 34.10.

Hcnonn3oBanme 31eKTPOHHOH MOYTHI

DNeKTpoHHAs ModYTa JO/DKHA Hcrmons3oBateess B I'BJIOY ¢ menpio opranmsanuu oOMeHa
SJIEKTPOHHBIMH ~ COOOINEHUSIMH ~MEXIY paOOTHHKaMH H  CcyOBeKTaMH HH()OPMAllHOHHOM
Oe30macHOCTH.

[Ipu ucoNbL30BaHUH MEKTPOHHOM OYTEHI 3aIIPEIIAeTCs:

oOMeH nH(popMalueii Ui ciyxeOHOro IMoJIb30BaHuU, a TAK)Ke HHPOpMaIHel OrpaHHYEeHHOTO
JIOCTyTIa,

IPEAOCTABIEHUE JOCTYIIA K 3JEKTPOHHOU II0YTE ¢ UCIOIB30BAHUEM JIAHHBIX CBOEH Y4eTHOMH
3aMKCcH TPETHUM JIHAIAM;

MyONHKaIMs CBOEro CIyxeOHOro ajpeca 3JIeKTPOHHON ITOYTH B SNIEKTPOHHBIX KaTajorax,
Ha ITOMCKOBEIX MAIIMHAX U APYTHUX pecypcax ceT VIHTepHET B IemsIX, He CBA3aHHBIX C HCIIOJHEHHEM
CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEIH;

MIOJIITMCKA 110 3JIEKTPOHHOM 1OYTE HA Pa3IH4YHbIe PEKJIAMHBIE MaTEPUaIbl, JTUCTHl PACCHLIKH,
AJIEKTPOHHBIE JKYPHAIBl M T.J., HE CBA3aHHBIC C BBIIOJIHEHHEM I0JIb30BATENEM JOJLKHOCTHBIX
005A3aHHOCTEH;

OTKpBHITHE (3aIlyCK Ha BBIIOJIHEHHE) (aiijioB, IIOJYYSHHBIX [0 JJIEKTPOHHOH moYTe
WM U3 pecypcoB cetu MHTepHer, 0e3 IpenBapUTENBHOM IIPOBEPKM HMX aHTHBHPYCHBIM
MPOrpaMMHBIM O0ecriedeHHueM.

PabGora B ceTsix 001mero moiL30BaHHUs

I'BJIOY ocrasnser 3a coboit mpaBo OJIOKUPOBATH HWIIM OTPAHHYMBATL JOCTYI pabOTHHKaM K
CEeTSM CBSI3U OOIIEro I0JIb30BAaHUs, B TOM 4YHCIe ceTH VIHTepHET, Co/epiKaHue KOTOPhIX HEe HMEET
OTHOIIEHHSI K UCIIOJIHEHHIO JOJDKHOCTHBIX 00sg3aHHOCTEH, a Takke K WH(GOPMALMOHHEIM pecypcam,
coziepaHMe U HallpaBIeHHOCTh KOTOPBIX 3alpelleHbl 3aK0HoaTelIseTBOM Poccuiickoit @eneparum.

Hudopmauus o nocemaeMpix pabortHukamu ['BJIOY  uHpOpMalMOHHBIX pecypcoB
IPOTOKOJIMPYETCS JUIs OCIEYIOIEro aHallu3a 1, Ipy He0OX0IUMOCTH, MOMKET OBITh IIPEJICTABIICHA
PYKOBOIHUTENSAM CTPYKTYPHBIX ITOApa3AeieHuil, a Takoke pykoBoguremnto I'5/I0OY g koHTposs.

ITpu ucnonn3oBanuu ceTd MHTEpHET 3ampeieHo:

ucnoJib3opartk npenoctapienubiit ['bJIOY nocryn B cets HTEpHET B THUHBIX LENSX;

HCIIONB30BAaTh HECAHKIIMOHHPOBAHHBIE IIPOrPAMMHBIE H IIPOrPaMMHO-AINNAPaTHBIE CPEICTBA,
[I03BOJISIIOINKE OIYYUTH HECAHKIIMOHUPOBAHHBIM OCTYII K ceTH HTepHeT;

myOIMKOBaTh, 3arpykaTb M paclpoCTpaHATh MaTepHaNLl COJepKallie HEIOCTOBEPHYIO
napopmanuio o 'B/IOV, a Taxke danscudunmponats cBoit IP-anpec.

Pe3epBHOE KONMMPOBAHHE U BOCCTAHOBJIEHHE JAHHBIX

Ocy1ecTBiIeHHE Pe3ePBHOIO KOMMPOBAHUS JOIDKHO OCYLIECTRIISTHCS JITIS:

uHbopmanu oOpabaTtbiBaeMoOit Ha (aliyloBOM cepBepe M  CepBepe IPHIIOKEHHH,
UHGOPMALHOHHOI CHCTEMEI;

paboyux MecT aIMHHUCTPATOPOB MHPOPMAIHOHHOM CUCTEMBL.

YacToTa W pEeXHM pPE3EePBHOTO KONMUPOBAHHS YCTAHABIUBAIOTCS TakuM 00pa3oM, 4TOOBI
ofecrneynTh MUHUMAJIBHYIO IIOTEPIO JaHHEIX M OIIEPaTHBHOE BOCCTAHOBIICHHE.

HacTtpoiika pe3epBHOr0 KOMMPOBAHUS ¥ BOCCTAHOBIIEHHS PeCyPCOB HH(GOPMAITMOHHBIX CHCTEM
I'BJAOY nomKkHBI MIPOBOANUTE yonHoMoueHHEIE pabotHuku ['BJIOVY.



PesepBHOE KONMpOBaHHE JIODKHO  OCYIIECTBISATBCA B ABTOMATHYECKOM  PEXXKHME
C INPUMEHEHHEM OTEYECTBEHHOTO CHEIHAIM3HPOBAHHOIO CPEICTBA PE3EPBHOIO KONHPOBAHHS
C JEHCTBYIOIIHMM CEpTH(HUKATOM COOTBETCTBHS 1O TpeOoBaHUAM Oe30macHOCTH -HHGOpMAaIHH
®CTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOUECCAM YIIPABJIEHUS
HHOPOPMAIIMOHHOU BE3OITACHOCTBIO

MounuTopunr uadopMannoHHoii fe3onacHoCTH

Ha mocTosHHO#M OCHOBE [MOJDKEH IIPOBONUTHECS KOMIUIEKCHBIH aHanu3 (QyHKIHOHHPOBAHHS
uapopmarmonnoii cucteMsl [ BJIOY u Bo3Hukaomux coOITHil HHGOPMAMOHHON Ge3011aCHOCTH.

[Tporiecc MOHHUTOPUHIA CHCTEMBI oOecreueHHs HHGOPMAIMOHHOM 0€30IIacHOCTH IOJDKEH
BKJIFOYATh B ce0sl KOHTPOJIb OPraHU3allMOHHBIX M TEXHHYECKUX Mep 110 3aluTe HH(QOpMalliy, aHaIN3
napamMeTpoB KOHPHUIYypaluu U HACTPOHKHU CPEJCTB 3aIUThl UHPOPMALHH.

[Ipu npoBeneHHH KOHTPOJBHBIX MEPONPUATHH, CBA3aHHBIX C OLIEHKOH peanm3allid Mep
no 3anre wHGopMmanmu B ['BOY, ymomHoMouyeHHBIE pabOTHHKH JOJDKHBI IIPHAEPKHMBATHCS
CIIEAYIOIIUX IPUHIIMAIIOB:

He HapymaTth GpyHKIHoHHpoBanue aestensHoctd [ B0V,

JICHCTBOBATH B COOTBETCTBHH C YTBEPKICHHBIMH OPraHH3alHOHHO-PACIIOPSIUTEIbHBIMI
nokymenTamMu 'BJIOY mo 3amure HHGOpMAIHH;

HE CKpBIBATh (haKThI BHISBJIEHHBIX COOBITHH HH(pOpMaMOHHON Oe30I1aCHOCTH;

0(GOPMIIATE OTYETHI, IOATBEPIKAAFOIIHE BHIIOJHEHHE MEPOIIPHATHH 110 3aIlIUTe HHPOPMAIIHH.

Wudopmanms, momyuyeHHas B XOAE IPOBEAEHHUS KOHTPOIMUPYIOIIMX MEPOIPUATHH
0 JIeHCTBUSX, COOBITUSAX M IapamMerpax, HMEIONIMX OTHOIIEHHE K pealH3allid Mep IO 3aluTre
HH(pOPMAIMH, TOJKHA KOHCOJNHIHPOBATHCS M XPAaHUTHCS B MeCTax, WCKIIOYAMONMX IIOIyYeHHE
K Hel HEeCAaHKIIHOHHPOBAHHOTO JOCTYIIA.

MOHHUTOPHHT JaHHBIX O 3aPETHCTPHPOBAHHBIX COOBITUSX HH(pOpManMOHHON 0e301acHOCTH
JIOJDKEH TIPOBOIMTHCS, O BO3MOJKHOCTH, C MCIIOIB30BaHUEM CHCTEMBI MOHHTOPHHIA MHIIMJEHTOB
WH()OPMAITHOHHON 0e3011aCHOCTH WM BCTPOSHHLIX MEXaHM3MOB HACTPOHKH M ayauTa COOBITHH
B [POrpaMMHBIX M [POrpaMMHO-AIIIapaTHBIX CPEICTBAaX, HMCIONB3YEMBIX B HH()OPMAIMOHHOH
undpactpykrype ' BJIOVY.

YupaJ/ieHHe pHCKAMH

Omnpenenenue BHYTPEHHHX TpeOoBaHUM IO 3ammre WHGOPMAIMH, JOIKHBI OCHOBEIBATELCH
Ha pe3yJbTaTax [POBEIEHHS aHaIU3a PUCKOB HApYIICHWsS OCHOBHBIX CBOMCTB 0€30IaCHOCTH
Ui nHGOopManHOHHEIX pecypcoB I'BJIOY.

OCHOBOI1 OLIEHKH PHCKOB JO/KHA OBITH OIIEHKA YCJIOBHI U (PaKTOpOB, KOTOPBIE MOTYT CTaTh
IPUYHHOHN HapyIIEHHS IETIOCTHOCTH, KOH(GHUICHTHATHHOCTH B JOCTYIHOCTH JIIsI HHYOPMAaUMOHHBIX
pecypcoB ['BZIOY.

PesynpraToM mpoBeNeHMs aHaIM3a PUCKOB JO/DKEH OBITh pa3pabOTaHHBIM KOMILIEKC MED,
HallpaBJICHHBIX Ha CHIDKCHHE BO3MOJXKHOTO HETAaTHBHOTO BIIMSAHHS HA OCHOBHYIO JIESATEIBHOCTH
I'BAOY npu peanusaiiuu To# WK UHOH Yrpo3bl 6€30IacHOCTH HHGOPMAIHK H 00ECIIeYHBaIOIINX B
IanbHEeHIeM JOCTaTOYHEBI yPOBEHE 3allHINeHHOCTH HHbopManroHHBIX cucteM I'BJIOY.

Yopags/ieHHe HHIMIEHTAMH HH(popManMoHHOi 0e3omacHOCTH

Jlins oGecnieuenust 3 GEeKTHBHOrO pa3pelieHis HHIHICHTOB HH(OPMalHOHHOH 6e30acHOCTH
B 'B/IOY, MUHHMH3aIMU TOTEPh M YMEHBUICHUs PUCKA BO3HHMKHOBEHHUS IIOBTOPHBIX HMHIHICHTOB
JOJDKHO OCYIIECTBISTHCS YIPaBIeHHE HHIUACHTaAMH HH(POPMAIIMOHHOH 6e30I1aCHOCTH.

Jlns ympapjieHus WHIHACHTAMH HHGOPMAIMOHHOM 0e30macHOCTH AO/DKHA OBITH cO3JaHa
ciy»0a MOHHTOPHHTA W PeardpoBaHus Ha HHIHICHTH HH)OPMAITMOHHOH 6€30I1acHOCTH, KOTOpas
MOCPEICTBOM KOMIUTEKCA CPEACTB M MEPONpPUSATHH Juisi cOopa U KOHCOMHAAIHH HH(OPMAaIuH
00 MHLUAEHTAX pelIaeT NaHHYIO 3a7a4y. B OTHONIEHHH KaXKIOTO IMPOU3OLIEIIEr0 HHIHACHTA
paboTHUKAMH H3 CIyXKObl MOHHTOPDHHTA W pEardpoBaHWs HA WHIUMIEHTH HHOOPMAIMOHHOM
0€e301macHOCTH J0JDKEH BEIOIHATHECS €T0 aHalu3, U pa3paboTka >QPEeKTHBHEIX Mep pearupOBaHHUs
Ha JaHHBIA HHIUIEHT.

AyAHUT cHCTeMBbI 00ecriedeHAs] HHPOPMANMOHHOI 0e30macHoCTH



B nensx oueHku Tekyniero yposHs uHpopmamuonHoii 6ezonacuoctr I'BJIOY Ha perymnspHoii
OCHOBE JOJKE€H IPOBOJAUTHCS ayIUT HHGOPMAITMOHHOM 0€30ITaCHOCTH.

BuyTtpennue aymuTel OOKHBI BBIMIONHATECS pabotaHukamu ['BJIOY. B wumeno 3anau,
pelnaeMbIX IIPH IPOBEICHHH BHYTPEHHUX ayJUTOB HHPOPMAIHOHHOM Oe30MaCHOCTH, BXOISAT:

cOOp M aHaJIM3 MCXOJHBIX JaHHBIX 00 OpraHU3al[HOHHOW W (PYHKIHOHAJIBHON CTPYKType
HH(POPMALIMOHHBIX CUCTEM, HEOOXOIUMBIX JIJIS OIIEHKH COCTOSIHHS CHCTEMBI 3allTHTH HHGOPMAIIHH;

aHAIM3 YTBEPXKIEHHBIX OpPraHHM3allMOHHO-PACIIOPSIUTENBHBIX JIOKYMEHTOB II0  3alllUTe
HHpOPMAIMK Ha IPEeJIMET MX TTOJHOTHI U 3P PEKTHBHOCTH, a TakKe (GOPMUPOBAHHE PEKOMEH Al
1o ux JopaboTKe WK pa3paboTKU HOBBIX;

obocHoBanue (uHAHCOBOH 53((GEKTHBHOCTH BHOBH IIPHOOPETAEMBIX CPEICTB 3aAIIUTHI
HHpOpMALIHK;

IIpOBepKa MPaBUIILHOCTH BEIOOpA K HACTPOHKH CPe/ICTB 3aIuThl HH(GopMauu, GopMupoBaHHe
IPEUIOKEHUH 110 MCIIOJIB30BAHMIO UMEIOIIMXCS CPEACTB 3aIIUTh MH(POPMALMU IS [TOBBILICHUS
YPOBHS HaIEKHOCTH K Oe3omacHOCTH HHPOopManuoHHbIX cucteM ['BJIOY;

aHaJM3 OTYETOB II0 TPOM3OIIEAIIMM WHIWACHTaM WHGOpPMAIMOHHOM Oe3omacHOCTH
U IPHUHATHEIM MepaMm 10 UX pa3pelIeHHIo.

IloBbimenne 0CBEIOM/IEHHOCTH PA00OTHHKOB

B pamxax opraHuzaiH = KOMIUIEKCHOTO IIPOTUBONEHCTBHSI yrpozaM 0Oe30IacHOCTH
uHbopManuu, wucxomammuMm oT paGotHukoB ['BJIOY nomkHa MOCTOSHHO —ITOBBILIATHCS
UX OCBEIOMJIEHHOCTE B O0JIACTH 3aIIUTH HHOOPMAIIHH.

[Noesirenue ocsepomiienHocTH pabotuukoB 'BJIOY ocyiecTrisercs:

no cymectByromuM B 'BJIOY opranu3anmoHHO-paciopsiAUTENBHBIM JIOKYMEHTAM;

no mpuMenseMsM B 'BJIOY mepam 3aimuTs! nHGOpMAIy;

110 IPaBHJIBHOMY HCIT0JIb30BaHHIO CPEICTB 3alIUThl HH()OPMAIIHH.

7 3AKJIIOYEHHUE

Ilpn wm3MeHeHWH IEHCTBYIOIIETo 3aKoHONATenbcTBa Poccuiickoit ®enepauuu B 001acTH
3anmmTEl MHQOpMaIK, a TakkKe OpraHM3allMOHHO-paclopsauTeNnsHBIX AoKymeHToB [BJIOY
Hacrosas [lomuTuka ¥ M3MEHEHHs K Hel IPUMEHSIOTCS B 4acTH, He IPOTUBOpEYalleil BHOBB
IIPUHATHIM 3aKOHOAATEIBHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TakXXe BHYTPEHHHM JOKYMEHTaM
I'BOY.

Bce TpeGoBaHMs, yCTAaHOBJEHHBIE JEMCTBYIOIIMM 3aKOHOJATENLCTBOM Poccuiickoif
Denepanuy, MOA3aKOHHBIME aKTaMH H JIOTOBOPHBIMH OTHOLICHHSME, a Takxe moxxox I'BJIOY
K 00ecreyeHHI0 COOTBETCTBHS 3TUM TpeOOBaHHAM JOJDKHEI OBITH SBHEIM 00pa3oM OIpeleNieHBl,
JOKYMEHTHPOBAHBI U MOJIEPKHUBATHCS B aKTYaIIbHOM COCTOSIHHH.

I'BAOY B  NOpUHOPUTETHOM  HAIIPABJICHUU  JIOJDKEH  PACCMATPUBATBCS  IEPEXO0]
a IIPOrpaMMHOr0 00eCIeYeHHe OTEYECTBEHHOIO IIPOM3BOIUTENS, BKIKOYEHHOIO B €IMHBIA peecTp
POCCHMCKHUX IIPOrpaMM JUIS 3IE€KTPOHHBIX BBIYMCIMTENBHBIX MAIlMH ¥ 0a3 maHHBIX. B ToM 4ymcie
II0 YacTH CEpPBEPHOTr0, KOMMYTAI[MOHHOTO OOOpYZOBaHHS M MPOrpaMMHO-allIapaTHBIX CPEICTB
BKJIIOYEHHBIX B EJIMHBIN peecTp pOCCHUCKOM paHOrIEKTPOHHOR IPOLYKIIHH.

IlepecMoTp ¥ BHeceHHME HW3MEHEHMH B HacTosmyr [loMMTHKY OCYIIECTBISIOTCA
Ha MEePHOAMYECKON U BHEIJIAHOBOM OCHOBE.
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